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WORKSHEET
Who does what in your newsroom now?

Preventing and managing the impact of online harassment requires the cooperation of various actors within the newsroom. 

Based on interviews with people in 45 newsrooms across Europe, IPI has identified various key actors, the roles they should play, and tasks they should carry out.

It might be that in your newsroom the roles are defined differently, or certain tasks assigned to one role by IPI are carried out by someone else. 

What is important is that somebody is carrying out all of these roles and tasks, and that they have the proper authority and/or expertise to do so effectively. 

In the worksheet below, we have listed the key actors identified by IPI, the roles they should play, and the tasks they are responsible for.


How to use this worksheet:

1. Read through the list of roles/tasks and answer Yes or No to the question: are they being done now? If they are being done, but not by the person suggested by IPI, make a note of that too.

2. Highlight any gaps: Are there any roles/tasks that are currently not being fulfilled by anyone in your organisation? Highlight these.

3. Highlight any communication needs: Are there any areas where you think there may be a lack of clarity – for example, if journalists are expected to report issues of online abuse when they occur, do they know that? How is that expectation currently communicated to them? 

4. Highlight any training needs: Where tasks that are being carried out by a different actor than the one designated by IPI, does this person have the authority and expertise needed? For example, if the editor acknowledges that online abuse is unacceptable this carries more weight than if a journalist does so, because only the editor has the authority to speak for the organisation as a whole. Or, for example, if you don’t have a head of audience, but do have someone who is assigned to prevent hacking and doxing, do they have the expertise they need to do this? Consider reassigning tasks or providing training where you have identified the need. 

5. Highlight any bottlenecks: Looking at who does what in your newsroom, is there anyone who is doing too much? Could some of their tasks be given to someone else (with appropriate training if relevant)?







	WHO
	RESPONSIBILITIES / TASKS
	IS THIS BEING DONE NOW? IF SO, BY WHOM?
	COMMUNICATION OR TRAINING NEEDS?

	Editor
	Creates a culture of safety in the newsroom, by publicly acknowledging that online abuse is a serious and unacceptable issue and not simply a characteristic of modern journalism.
	
	

	
	
Regularly includes online abuse as a topic in editorial meetings. 

	
	

	
	Attends training in trauma risk management (TRiM). Encourages staff to do the same.

	
	

	
	Attends training to understand and identify the trends and main actors behind online attacks, keeping in mind that the causes change regularly.

	
	

	
	Ensures that the risk of online attacks is considered before publication or broadcast as part of an ongoing risk assessment process
 
	
	

	
	Reports online violence targeting staff to the Online Safety Expert and contributes to assessing the case.

	
	

	
	Checks in regularly with targeted journalists and the Online Safety Expert regarding ongoing cases.

	
	

	

	Head of Audience
	Acknowledges that online abuse is a serious and unacceptable issue and not simply a characteristic of modern journalism.

	
	

	
	Identifies individual threats and orchestrated campaigns targeting staff members, records them in a database and escalate them to the journalist, editor and online safety expert.

	
	

	
	Takes over a targeted journalist’s social media accounts to reduce the latter’s exposure if requested.

	
	

	
	Monitors, in coordination with the digital security team, if any, the personal details that are open to the public and search for vulnerabilities in the journalist’s digital footprint.

	
	

	
	Takes part in discussions on institutional responses (legal action, public statement of support).

	
	

	
	
Fosters a supportive community online

	
	

	
	Ensures proper and effective moderation and ensures that moderators are trained to do their job, and have the tools they need.

	
	

	
	Ensures that community standards are robust and known by commenters. 

	
	

	

	Journalists
	Understand that online abuse is a serious and unacceptable issue and not simply a characteristic of modern journalism.

	
	

	
	Participate in all relevant training opportunities offered by the media outlet, including awareness, digital security and trauma risk management training.

	
	

	
	
Participate in both formal and informal peer support structures.

	
	

	
	Report issues of online abuse when they occur; understands that even if they do not believe they will suffer any negative consequences from the abuse, reporting it helps the newsroom to develop measures necessary to counter it.
	
	

	

	Managing editor / line manager
	Acknowledges that online abuse is a serious concern. Communicates this position regularly to the newsroom.

	
	

	
	Creates clear reporting lines for cases of online harassment and abuse and communicates this to staff. 

	
	

	
	Attends training in trauma risk management (TRiM) and encourages other staff to do so.

	
	

	
	Considers issuing public statements in response to selected cases of online abuse.

	
	

	
	Includes the targets of online attacks in decision-making processes that affect them.

	
	

	
	Adopts structural changes in the newsroom to create a conducive environment in which reporting online abuse is not stigmatized. 

	
	

	
	Ensures that sufficient resources – time and funding – are allocated to maintain and update these new structures.

	
	

	
	Makes legal and psychological counselling available free of charge, as far as the organization’s resources allow. Include these costs as part of the budget planning process.

	
	

	
	Ensures a proper moderation of discussion pages so as to limit, to the extent possible, the amount of online abuse present there.

	
	

	
	Make sure journalists are aware of the attacks they may face, in particular when covering certain topics, and know which support mechanisms are available to address them.

	
	

	
	Gives freelancers access to the same resources and support mechanisms as staff members.

	
	

	

	Online safety expert
	Acts as a figure to whom journalists can report incidents of online harassment

	
	

	
	Attends training in trauma risk management (TRiM).

	
	

	
	
Offers digital security training to all staff and regular freelancers

	
	

	
	Assesses in coordination with a journalist’s direct editor and the head of audience each case of online harassment and suggest the support mechanisms that the targeted journalist requires.

	
	

	
	Keeps the database of cases of online abuse updated so as to follow and evaluate the efficiency of measures implemented.

	
	

	
	Regularly reviews the measures that the newsroom has in place to prevent and respond to online harassment.

	
	

	
	Acts as a coordination and educational point for these measures – they are familiar with all newsroom measures, are able to explain them to journalists facing online abuse and are the primary point person for implementation.

	
	

	
	Regularly attend editorial meetings to become aware of upcoming content that may trigger online abuse.
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